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Disclaimer

This report is intended for general industry knowledge and information purposes only.
This report is under no circumstances intended to be used or considered as financial or
investment advice, a recommendation or an offer to sell, or a solicitation of any offer to
buy any securities or other form of asset. The report is not to be considered as investment
research or an objective or independent explanation of the matters contained herein and
is not prepared in accordance with the regulation regarding investment analysis. The ma-
terial in the report is obtained from various online sources available in the public domain
or acquired from the organisation directly. The information collected was obtained latest

on the 30th of June 2023.

We have taken reasonable care to ensure that, and to the best of our knowledge, material
information contained herein is in accordance with the facts and contains no omission like-
ly to affect its understanding. Please note that we make no assurance that the underlying
forward-looking statements are free from errors. Readers should not place undue reliance
on forward-looking information, which will depend on numerous factors, and any reader
must make an independent assessment of such projections. Neither the project compa-
nies nor Crypto QOasis is making any representation or warranty, express or implied, as to
the accuracy or completeness of this report and none of the project companies or Crypto

Qasis will have any liability towards any other person resulting from your use of this report

Neither the issue nor delivery of this report shall under any circumstance create any impli-
cation that the information contained herein is correct as of any time subsequent to the
date hereof or that the affairs of the company have not since changed. Crypto Oasis or the
project companies do not intend, and do not assume any obligation to update or correct
the information included in this report. The contents of this report are not to be construed

as legal, business or investment advice.

Paolo Tasca Jiahua Xu
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All organisations that have written thought leadership articles in this report have done
so at our request and their views are theirs alone and Crypto Oasis does not assume any

liability based on their views.

The information contained in the report may be subject to changes without prior notice
Crypto Oasis does not accept any form of liability, neither legally nor financially, for loss
(direct or indirect) caused by the understanding and/or use of this report or its content.
This report is only intended to provide the public with knowledge in a consolidated way,

and should not be copied or otherwise distributed, in whole or in part, to any other person.

Certain articles in the report and the ads are paid for and the purpose of them is to in-

crease awareness for the companies involved

Virtual Assets are unpredictable and volatile in nature and all investment decisions are the
readers own and should not be influenced by the contents of this report. Crypto Oasis
does in no way advocate that any investments in digital assets are safe, low risk or that
returns are guaranteed from any of the companies mentioned in the report. Investment
decisions are not trivial, simple, easy and suitable for all and any investment decisions
should be made after the readers have done their own research or taken professional

investment advice. Past performances of assets are in no way indicative of future returns

None of the information in this report is to create an urgency to buy a virtual asset in
anticipation of future gains or create a fear of missing out on future gains by not buying a
Virtual Asset immediately. Crypto Oasis does not advocate the purchase of a Virtual Asset
using credit or other interest accruing facilities, any decision made by the reader will be

their own and not influenced by Crypto Oasis.

Nikhil Vadgama Faisavl Zaidi

UCL and DLT Science Foundation  UCL and DLT Science Foundation UCL and DLT Science Foundation Crypto Oasis Ventures & Inacta Communications

EDITORIAL TEAM

Ralf Glabischnig Saqgr Ereigat Daniel Rutishauser
Manal Katiela Robert Puselja Christian Lindauer Candice Olivar Fabio Schlaf Luca Forkl

Gracia Galang Maria Fernandez Muhammad Jahanzaib Saed Ereigat Sahar Zaidi Daniel Nikolaev

Address: Unit 167, Level 1, DIFC Innovation Hub, Gate Avenue, Dubai, United Arab Emirates
Email: pr@Cryptooasis.ae | Website: www.Cryptooasis.ae

Register for the Complete Report at
Cryptooasis.ae/globalprotocolreport2024/
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In the ever-evolving world of Blockchain and
Cryptocurrency, a cohesive ecosystem is crucial to
foster collaboration and innovation. As trailblazers
in the Blockchain industry, both Crypto Valley and
the Crypto Oasis Ecosystems were built to fulfifll the
need for safe havens where Crypto entrepreneurs,
investors, and stakeholders could thrive.

A fragmented Blockchain world defeats the purpose
of the disruption and innovation that Decentralised
technologies offer. Creating local and then global
Blockchain ecosystems is necessary to help
organisations in the Blockchain space collaborate
to fuel further disruption and help innovative
enterprises flourish.

A clear vision led to the founding of the Crypto
Valley Association in Zug, Switzerland, which
has now grown into a global hub for Blockchain
technology. The logical next step was the promising
horizon of Crypto Oasis in the United Arab Emirates
and together the two Ecosystems are working closer
than ever to further the Blockchain cause globally.

Crypto Valley: From Switzerland to Global
Prominence

Crypto Valley, as we fondly refer to the thriving
Blockchain ecosystem in Central Europe, has come a
long way since its inception. With its rich tradition of
financial security, neutrality, and privacy, Switzerland
was a natural choice for Blockchain enthusiasts and
digital asset holders. Vitalik Buterin, the founder
of Ethereum, and Niklas Nikolajsen, the founder of
Bitcoin Suisse, were among the early adopters who
made Zug their home in 2013. What set Zug apart

Sagr M. Ereigat
Co-Founder, Crypto Oasis

FROM CRYPTO VALLEY TO CRYPTO OASIS:

A PIONEERING JOURNEY

was the unparalleled trust, openness, regulatory
comfort, and tax structure it offered.

The Crypto Valley Association has played a pivotal
role in the ecosystem’s growth. Its co-working
space in Zug, the Lakeside Crypto Lab, was the
birthplace of many startups. They also organised
competitions to stimulate innovation within the
Crypto sector. Today, Crypto Valley is home to over
1,250 organisations, specialising in Web3, Blockchain
and Crypto technologies.

Crypto Oasis: UAE’s Ascent in the Crypto
World

The United Arab Emirates (UAE) has been uniquely
poised to embrace the needs of digital asset holders,
thanks to its history of attracting investment and
its reputation for stability. With an ever-evolving
culture and laws that favour entrepreneurship,
the UAE quickly emerged as an attractive hub for
Blockchain technology and its applications in the
world of finance, the Internet of Value, Web3, and
the Metaverse.

In response to this momentum, and inspired by the
Crypto Valley, the Crypto Oasis was introduced as
a Blockchain Ecosystem with bigger aspirations
because the UAE has better framework to scale fast
and grow internationally as a Blockchain destination.
Through strategic partnerships and cooperation with
economic free zones such as Dubai International
Financial Center (DIFC), Crypto Oasis has helped
numerous Blockchain  organisations  establish
operations in the UAE.

GLOBAL PROTOCOL REPORT 2024

As of Q2 2023, there has been a massive surge in
institutional and individual adoption in the Crypto
industry and there are over 1,850 organisations
within the Crypto Oasis Ecosystem, many of which
have been documented in the second edition of the
Crypto Oasis Ecosystem Report 2023.

Some of the initiatives to bring value to the ecosystem
include the partnership between DIFC and Crypto
Oasis Ventures to collaborate on its ongoing and
upcoming startup accelerator programmes. The
Dubai Al and Web3 Campus is one such initiative by
the DIFC Innovation Hub that is aimed at improving
Dubai’s digital economy and building a tech hub
for Al and Web3 Startups. Such enterprising efforts
help underline the Crypto Oasis’ vision to make the
UAE the Blockchain capital of the world and to bring
together expertise, innovation, and talent, further
propelling the growth of the Blockchain Ecosystem
in the UAE.

Celebrating the Synergy between Switzerland
and the UAE

Recently, both Crypto Valley and Crypto Oasis
celebrated the Swiss Web3FEST, a testament to the
alliance between these two pioneering ecosystems.
This event showcased the power of collaboration
and highlighted the importance of creating global
connections in the Blockchain space. The Crypto
Oasis Web3 Meta community ‘arte’ was a major part
of the Web3 fest. It stands out with a remarkable
record of 60 meetups in the past year, featuring over
120 project presentations. ‘arte Talks’ at the Theatre
of Digital Art, Madinat Jumeirah, have welcomed
many influential figures in the Web3 domain.

Faisal Zaidi
Co-Founder, Crypto Oasis

At the Web3Fest, Crypto Oasis Ventures had the
European launch of their groundbreaking initiative in
alignment with the UAE’s COP28 agenda. ‘The Green
Block’isaspecialised ecosystem for Blockchainand Al
entities, dedicated to ESG (Environmental, Social, and
Governance) ideals. It strives to foster sustainability
by uniting innovators and entrepreneurs to create
and implement solutions promoting environmental
responsibility and social accountability. The Green
Block serves as a pivotal connector for this segment
of the industry, harmonising it with the global ESG
goals.

Looking ahead, the cornerstones of the success of
the Crypto Valley and Crypto Oasis have been the
cities of Zug and Dubai. The stable and favourable
regulatory environment and the supportive policies
in the UAE especially have positioned the country
as a modern-day renaissance hub, at the forefront
of technological disruption, particularly in Al, the
Metaverse, and Web3.

The Crypto Oasis is a flourishing Blockchain
ecosystem that is co-authoring the next chapter
in Blockchain innovation. The progressive and
supportive regulatory environment, a robust pool
of industry talent, and unparalleled opportunities
for Crypto innovation make Crypto Valley and
the Crypto Oasis two of the most promising and
dynamic hubs in the world for Blockchain and
Crypto development. This is a journey that we have
established from grassroots to global dominance,
scaling the heights of innovation and disruption in
the world of Blockchain.
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Frequently, | overhear people remarking, “Yet another
Blockchain,” when they encounter a new Layer-1or Layer-2
Blockchain protocol. It is understandable that some may
start to feel overwhelmed by the sheer number of Blockchain
protocols. Even for organisations like ours, who are deeply
immersed in the world of distributed ledger technologies
(DLT) and diligently crafting DLT-based solutions for our
clients, it remains a challenge to keep pace with the rapid
speed of innovation. In addition to the novel approaches to
funding through initial coin offerings (ICOs) and security
token offerings (STOs), as well as the rise of non-fungible
tokens (NFTs), we have yet to witness the full spectrum
of DLT-based solutions materialise. The initial anticipation
was that Blockchain technology would emerge as a
groundbreaking force, promising to revolutionise industries
and redefine how we transact, govern, and interact within
the digital landscape.

As we witness the ascendancy of more and more Web3
projects, whether through the introduction of self-
sovereign identities (SSI), the tracing of supply chains,
novel methods of community engagement, the digitization
of assets, or the unfolding realm of Decentralised finance

INACTA.

VENTURES

(DeFi), it becomes increasingly evident that DLT and
token economies are steering us into the next phase
of digitization. However, the challenge lies in selecting
the right Blockchain amidst this burgeoning landscape.
Decision-makers new to this technology often struggle
with identifying the appropriate assessment criteria and
with finding comprehensive information for informed
evaluations. In this nascent industry, the establishment
of a standardised framework for sharing information and
experiences remains a work in progress.

This is precisely why a hub that consolidates all pertinent
information becomes a necessity. The report you are about
to delve into is dedicated to unraveling the foundational
layers of Blockchain networks, with a specific emphasis
on Layer-1 and Layer-2 protocols—the very bedrock upon
which Blockchain systems are constructed. This marks
the first step toward raising awareness of an initiative that
has obtained support from leading Blockchain protocol
organisations. The information contained herein will be
continually updated and enriched with real-world adoption
examples and practical experiences, all with the ultimate
aim of fostering widespread adoption.

DLT
SCIENCE
FOUNDATION

Innovation in the Blockchain space is relentless, with
new protocols continually introduced to address
evolving challenges. Innovation cycles, as history has
shown with previous technological revolutions like
the advent of the World Wide Web, are inherently
brief during the infancy of a new technology. The
same holds true now for DLT. As we watch Blockchain
technology evolve and mature, we hope that this
report will emerge as an indispensable resource for
decision-makers, academia, and policymakers seeking
to harness the true potential of Layer-1 and Layer-2
protocols. By cultivating a deeper understanding
of these foundational elements, we can collectively
unlock the boundless possibilities that Blockchain
technology offers and usher in a new era of innovation.

Our gratitude extends to the tireless efforts of the
experts, researchers, and innovators who have
contributed to the development and advancement of
Blockchain protocols. Their unwavering dedication has
paved the way for the transformative capabilities of
Blockchain technology, propelling us closer to a more
Decentralised, secure, and efficient digital future. The
time has now come to consolidate information and
collaboratively chart the course forward.

GLOBAL PROTOCOL REPORT 2024

Daniel Rutishauser

Partner, Head Web3 Solutions
Inacta Ventures
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The inception of Distributed Ledger Technology (DLT) can be traced
back to a pivotal moment in 2008 when Satoshi Nakamoto published
the Bitcoin white paper. Bitcoin, as the world’s first Decentralised
Cryptocurrency, embarked on a transformative journey that would
reshape the landscape of finance. It introduced the revolutionary
concept of a peer-to-peer electronic cash system, challenging

traditional financial systems and central authorities.

Bitcoin’s resounding success and the innovative potential

of

its underlying Blockchain technology set the stage for a wave
of Cryptocurrency developments and the exploration of DLT
applications extending far beyond the realm of digital currencies.

Then, in"2015, Vitalik Buterin introduced Ethereum, a groundbreaking
Blockchain platform that brought a whole new dimension to the
world of Blockchain technology. Ethereum’s hallmark feature was
its programmable nature, facilitating the creation of Decentralised
applications (dApps) through the ingenious use of smart contracts.
This innovation greatly expanded the horizons of Blockchain
technology, opening the door to an array of diverse applications

across various industries.

The launch of Ethereum marked a watershed moment, ushering in
a new era of Blockchain-based innovation. This era, often referred
to as Web3, has since continued to evolve, giving rise to a range of
technologies and applications that hold the potential to redefine the

way we interact with digital systems, data, and each other.

CRYPTO
OASIS
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STATUS QUO

The COVID-19 pandemic emphasised
the importance of digital certificates
and credentials. Mobile certificates
became crucial in verifying vaccination
records and test results, facilitating
safe travel and access to public spaces.
Doubts about personal data protection
have been omnipresent. Blockchain
technology could provide a secure and
tamper-resistant platform for storing
and verifying these certificates, ensuring
their authenticity and privacy. The use of
DLT-based mobile certificates highlight
the potential of Blockchain in addressing
real-world challenges and ensuring the
integrity of critical data.

Inthe last couple of yearsleading up to this
report, the Blockchain space witnessed a
frenzy of interest in Non-Fungible Tokens
(NFTs). NFTs are unigque digital assets
representing ownership of digital art,
collectibles, virtual real estate, and more.
The NFT boom brought unprecedented
attention to the potential of Blockchain in
the creative and entertainment industries.
However, as with any rapidly growing
market, the initial hype led to speculative
bubbles and inflated prices. Over time,
the NFT market experienced a cooling
down, leading to a more sustainable and
mature approach to tokenisation and
digital asset ownership.

One significant development in the
Blockchain space has been the increasing
clarity in regulations governing
Cryptocurrencies and Blockchain-based
assets. As governments and regulatory
bodies worldwide recognised the
importance of the Blockchain technology,
they started establishing frameworks to
address the challenges posed by this
innovative technology. Clearer regulatory
guidelines have provided a more
favourable environment for Blockchain-
based startups and enterprises, fostering

INACTA.

VENTURES

innovation and responsible growth.

Web3 applications represent  the
next evolution of the internet, built
on Decentralised protocols and
Blockchain technology. Since 2022,
Web3 applications have seen broader
adoption, driven by the growing interest
of both individuals and enterprises
in Decentralised  solutions.  These
applications aim to empower users with
greater control over their data, enhanced
privacy, and the ability to participate in
digital economies without intermediaries.

In the financial sector, there has been
a notable adoption of DLT to facilitate
digital asset trading, tokenisation of
real-world assets, and the creation of
financial instruments. Regulated banks
have entered the market, leveraging DLT
to enhance their services and offerings.
Additionally, central banks are exploring
Central Bank Digital Currencies (CBDCs)
as a means to digitise national currencies
and improve payment systems. The
implementation and testing of fiat
backed stable coins have the potential
to revolutionise traditional monetary
systems and shape the future of finance.

Beyond the financial sector,
organisations are increasingly exploring
Web3 applications for sustainability
solutions. DLT-based protocols
provide transparency, traceability, and
immutability, making them ideal for
tracking supply chains, carbon footprints,
and sustainable practices. Several DLT
protocols have witnessed a surge in
transactions related to sustainability
initiatives, indicating a growing trend
toward using Blockchain for positive
environmental and social impact.

DLT
SCIENCE
FOUNDATION
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REPORT
OBJECTIVES

The primary objective of this report is to offer
valuable insights and data points to decision
makers and policy makers, enabling them to
make informed choices regarding DLT protocols.
Additionally, it serves as a platform for protocols
to position their solutions effectively. By
shedding light on the Blockchain trilemma, the
report will explore the emergence of new side
chains and second layer protocols, providing
a comprehensive overview of the approaches
taken.

The report also promises to be an evolving
resource, regularly updated to incorporate new
trends and developments. This will allow for a
time series analysis of data points, showcasing
major shifts in the protocol landscape and
assessing the maturity of different protocols
over time.

CONTENT
OVERVIEW

For readers seeking a refresher on basic DLT concepts and
the evolution of DLT, the first chapter will provide a recap. The
report will then delve into the critical components of successful

innovation, including the role of capital, infrastructure, and

talent in advancing DLT protocols. By understanding the
financial power of DLT protocols and their potential to
accelerate adoption, decision makers can make informed

choices during the design process of their Web3 applications.
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EVOLUTION OF DLT CONCEPTS

This chapter will provide an in-depth exploration of the foundational concepts of Distributed
Ledger Technology. The chapter will serve as a refresher for those familiar with DLT concepts while
offering newcomers a solid understanding of the underlying principles.

JURISDICTIONS & REGULATORS

In this chapter, readers will explore the different jurisdictions where network organisations are
located and understand why certain countries have become favourable destinations for Web3
ecosystems. Factors such as regulatory frameworks, government support, tax incentives, and
other infrastructure elements will be analysed.

FUNDING FOR WEB3 INNOVATIONS

For successful innovation, three components are crucial: capital, infrastructure, and talent. This
chapter will focus on the valuation and the financial power of DLT Protocols that have propelled
the growth of Web3 applications. Readers will gain insights into how these protocols, with the
right programs in place, can push and accelerate adoption, leading to a more robust and thriving
Web3 Ecosystem as well as different approaches on how one could value these protocols and how
different events in the past could have shaped the valuations.

ASSESSING PROTOCOL MATURITY

Assessing the maturity of DLT protocols is crucial for making informed decisions. In this chapter,
an introduction to a comprehensive assessment framework will be provided. This framework will
allow readers to gauge the strengths and weaknesses of each protocol, facilitating comparison and
identification of potential areas for improvement.

PROTOCOL FACT SHEETS

The second part of the report contains fact sheets for each DLT protocol under examination.
These fact sheets contains a condensed format of the attributes discussed earlier, facilitating easy
comparison and analysis. For each protocol, readers can find essential details such as consensus
mechanisms, transaction speeds, Tokenomics as well as a description of their essential strengths,
weaknesses and USPs. Additionally, selected protocols have an assessment that summarises,
among other things, their adoption, efficiency, security or reliability - based on over 30 individual
data points.

HOW TO READ THIS REPORT

The Global Blockchain Protocol Report aims to be a valuable resource for different
stakeholders, providing tailored insights to meet their specific interests and ambitions.

Decision Makers

If you are a decision maker involved in
the design process of a Web3 application,
choosing the most suitable DLT protocol can
be a challenging task. To streamline your
reading, start with the introduction, which
provides a comprehensive recap of the
foundational concepts of Distributed Ledger
Technology. If you are already familiar with
these concepts, you can proceed directly
to the Chapters 4 and 5 . In Chapter 4 you
dive into the comprehensive assessment
framework, which will enable you to compare
and analyse various protocols based on 60
data points. The fact sheets in Chapter 5 will
provide you with concise information about
each protocol for quick reference during your
decision-making process.

Policy Makers

For policy makers looking to create an
environment conducive to innovation and
competitive advantages, the report offers
valuable information in Chapter 2. It examines
the different jurisdictions that have become
favourable destinations for Web3 ecosystems,
providing insights into regulatory frameworks,
government support, and tax incentives. It
investigates the dynamics of international
innovation hubs and how they contribute to the
growth of thriving Blockchain communities. By
implementing similar concepts into policies,
you can foster innovation, generate more tax
substrate, and promote economic prosperity.

Protocol Organisations

If you are part of a DLT protocol organisation,
the report’s assessment of protocol maturity in
Chapters 4 & 5 will be particularly relevant. By
understanding the strengths and weaknesses
of your protocol through the comprehensive

GLOBAL PROTOCOL REPORT 2024

assessment framework, you can focus on
developing new features and setting up
sustainable adoption and usage programs. The
fact sheets in Chapter 5 will provide you with a
consolidated overview of the attributes of your
protocol, helping you to position it effectively
in the market.

Continued Development and Updates

Web3 applications have the potential to
revolutionise industries, offering transparency,
security, and decentralisation. However,
navigating the complexities of DLT protocols
requires a comprehensive understanding
of their unique characteristics and features.
This report aims to be a valuable resource in
that pursuit, fostering the adoption of Web3
technologies and driving transformative
changes across various sectors.

This report is not a static document but an
evolving resource. It will be updated yearly to
incorporate new trends, developments, and
technological advancements in the Blockchain
space. By providing time series data points,
the report will enable readers to identify major
shifts in the protocol landscape and gauge the
maturity of different protocols over time.

As we continue to explore emerging
technologies and future developments, such
as account abstraction, in the next coming
report, we invite all stakeholders to join us on
this journey of discovery and innovation. With
the collective effort of the global community,
we envision a future where Decentralised
technologies enable a more sustainable,
efficient, and equitable global economy.
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EVOLUTION OF
DLT CONCEPTS

This chapter will provide an in-depth exploration of the foundational
concepts of Distributed Ledger Technology. The chapter will serve
as a refresher for those familiar with DLT concepts while offering
newcomers a solid understanding of the underlying principles.
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Bitcoin is more likely to be held for its original purpose - as a form of hard money - than for non-monetary use
cases due to the slow, cautious nature of the Bitcoin network.

Bitcoin’s history refers to the various stages of
development and growth that the Cryptocurrency has
undergone since its creation in 2009. The journey of
Bitcoin has been marked by technological advancements,
increasing adoption, and a growing ecosystem.

Creation of Bitcoin (2009): Bitcoin was introduced by an
unknown person or group using the pseudonym Satoshi
Nakamoto in a whitepaper titled “Bitcoin: A Peer-to-Peer
Electronic Cash System” published in October 2008. The
first block, known as the “genesis block,” was mined on
January 3, 2009, marking the official launch of the Bitcoin
network.

Early Adoption and Mining (2009-2012): Initially Bitcoin
attracted a small but dedicated community of enthusiasts,
developers, and miners. The first transactions using
Bitcoin involved the exchange of the Cryptocurrency for
negligible amounts of value. Mining became crucial to
secure the network and validate transactions, and it was
relatively easy to mine Bitcoin using standard computers
at that time.

The Rise of Exchanges (2010-2011): In 2010, Bitcoin
witnessed its first exchange rate when a user named
“NewlLibertyStandard” put a value on Bitcoin based on
electricity costs for mining. Later in 2010, the first known
commercial transaction using Bitcoin occurred when a
programmer named Laszlo Hanyecz bought two pizzas
for 10,000 BTC. By 2011, the first Bitcoin exchanges, such
as Mt. Gox, began facilitating the trading of Bitcoin against
fiat currencies.

Volatility and Media Attention (2012-2013): In 2013,
Bitcoin experienced significant price volatility and saw a
surge in media attention. As the price of Bitcoin reached
several hundred US dollars, it gained more recognition,
leading to increased interest from investors and the
general public.

Mainstream Recognition (2014-2016): Bitcoin started to
gain more recognition in mainstream finance and tech
industries. Several prominent companies and organisations
began accepting Bitcoin as a form of payment, boosting
its legitimacy. On the other hand, Bitcoin stated facing
regulatory challenges in various countries.

Bitcoin Dominance: Bitcoin represents almost 50% of the
total crypto market cap (17.01.2024)
Other, 19.9%

Avalanche, 0.7%

Cardano, 1.0%

USDC, 1.4% Bitcoin, 47.3%

XRP, 1.8%
Solana, 2.4%

BNB, 2.7%

Tether, 5.3%

Ethereum, 17.4% Source: Inacta Ventures, CoinGecko.

Scaling Debate (2017): In 2017, Bitcoin experienced
a rapid price surge, reaching an all-time high close to
$20,000. The surge in demand led to congestion on the
Bitcoin network, highlighting the scaling limitations of
the Blockchain. The scaling debate within the Bitcoin
community intensified, leading to the emergence of
Bitcoin Cash (BCH), as a result of a hard fork in August
2017. Additionally, developers continuously work on
second-layer solutions, like the Lightning Network, to
enhance transaction throughput and reduce fees.

Institutional Interest (2018-2020): Bitcoin saw growing
interest from institutional investors and financial
institutions. Various companies and investment funds
began allocating funds to Bitcoin as a store of value and
hedge against inflation.

Institutional adoption (2023): The Bitcoin ETF approval
by the SEC on January 11th, 2024 is a major milestone for
the Cryptocurrency industry. It allows investors to access
Bitcoin without buying or storing it directly, reducing costs
and risks. It also increases the legitimacy and liquidity of
Bitcoin, attracting more institutional and retail demand.

Halvings and code upgrades (forks)

Bitcoin Halvings: Bitcoin’s block reward is halved
approximately every four years through a process known
as “halving.” The halving events, which occurred in 2012,
2016, and 2020, have historically been associated with
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significant price movements and increased attention on
the Cryptocurrency. The halving characteristic is a primary
driver for ensuring controlled Bitcoin volume growth (=
inflationary pressure) ensuring value creation and price
appreciation, given equal and growing demand.

2017: SegWit soft fork, which separated Bitcoin’s
transaction structure into transaction & witness data. This
made it easier and cheaper to store information in the
witness data of a transaction, allowing Bitcoin’s maximum
block size to substantially increase.

2021: Taproot soft fork, consisting of three distinct Bitcoin
Improvement Proposals (BIPs), bringing increased privacy,
scalability, and composability to the Blockchain. This allows
advanced scripting in the witness section of a block, as
well as removing the data limits between the witness and
transaction sections.

2023: Bitcoin Ordinals (= BTC NFT’s) and release of the
BRC-20 token standard allow minting tokens on the Bitcoin
Blockchain. ORD is an open-source software that can run
on top of any Bitcoin full node, enabling the tracking of
individual satoshis, as well as an “inscription” with arbitrary
content (text, images, video, etc.), i.e.,, a Bitcoin-native
digital artifact that could be considered an NFT. Example
token: Ordinals (ORDI), Vmpx (VMPX) and Pepecoin
(PEPE).

Bitcoin Layer-2 (L2) Examples

Bitcoin’s Layer-2 protocols address existing challenges and
limitations of the Bitcoin network, such as scalability and
transaction speed limitations. L2 protocols sit on top of
the main Bitcoin Blockchain and enable faster and more
efficient transactions without compromising the security
and decentralisation of the underlying network.

Prominent Layer-2 protocols include:

Lightning Network (LIGHT): most well-known and widely
adopted Layer-2 protocols. It is a payment channel network
allowing users to create off-chain payment channels
between each other. These channels enable multiple
private transactions without requiring each transaction
to be recorded on the main Blockchain. Only the opening
and closing of the payment channel are recorded on the
Blockchain, which significantly reduces transaction fees
and speeds up the transaction process.

Lightning Loop (LOOP): is a service that complements the
Lightning Network by allowing users to move funds on and
off the Lightning Network more easily. It provides the ability
to loop-out (moving funds from the Lightning Network to
the main Blockchain) and loop-in (moving funds from the
main Blockchain to the Lightning Network) seamlessly,
enhancing liquidity and usability of the Lightning Network.
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Liquid Network (LBTC): a sidechain allowing faster and
more confidential transactions. It is primarily used for inter-
exchange and high-value transactions. It uses a federated
model, in which a set of trusted functionaries control the
network and validate transactions. This results in faster
settlement times compared to the main Bitcoin Blockchain.

Rootstock (RBTC): Rootstock is a smart contract platform
that is merge-mined with Bitcoin. It brings Ethereum-
compatible smart contracts to the Bitcoin network, allowing
developers to build Decentralised applications (dApps) on
top of Bitcoin’s Blockchain. It aims to enable more complex
and programmable transactions, while still relying on the
security of the Bitcoin network.

Statechains: allow the transfer of ownership of Bitcoin
without having to move the Bitcoinitself on-chain. It enables
users to conduct peer-to-peer transactions off-chain, thus
reducing the on-chain transaction load. Statechains use a
unigue mechanism where ownership of a Bitcoin “state” is
transferred, rather than the Bitcoin itself.

Bitcoin Inscription vs. Ethereum smart contract-based
NFT’s

Fully on-chain: Inscriptions are stored directly on the
Bitcoin L1 chain, adding a layer of permanence. Smart
contract-based NFTs store metadata off-chain, depending
on external factors to function.

Immutable: on-chain storage ensures complete
immutability. Smart contract-based can also be modified
or deleted by the contract owner.

Ordering: As inscriptions are stamped onto individual sats,
each of them is ordered, adding additional value in terms
of collectability and rarity.

Scarcity: Through the SegWit and Taproot soft forks,
Bitcoin blocks can store considerably more data, which
also created an effective upper limit to the size and number
of inscriptions that can be minted on Bitcoin overall. Smart
contract-based NFT’s have no such upper limit.

In Summary

Bitcoin’s history has been characterised by a combination
of technological advancements, growing adoption, market
cycles, regulatory challenges, and increasing recognition
as a legitimate financial asset. It has played a pivotal role
in catalysing the broader Blockchain and Cryptocurrency
industry, inspiring the creation of thousands of other digital
assets and driving the global interest in Decentralised
finance and Blockchain technology.




7N

1C) Crypto Valley

~ s

INACTA.

VENTURES

THE EVOLUTION OF DLT PROTOCOLS - THE INCEPTION
AND EVOLUTION OF BLOCKCHAIN TECHNOLOGY

The revolutionary concept of Blockchain was introduced in the
early 1990s by researchers Stuart Haber and W. Scott Stornetta,
whose ground-breaking and visionary work laid the foundation
for contemporary Blockchain architecture. They recognised
the need for a computationally practical solution that would
ensure the integrity and privacy of digital documents without
reliance on third-party timestamping services (Bhutta et al.,
21; Sheldon, 21). The pair developed an innovative system
infused with Cryptography. This pioneering approach involved
storing time-stamped documents in a sequential Chain of
Blocks (“History of Blockchain”, 23) thus forming the basis
of how Blockchain achieves its core properties of security,
transparency, and immutability (Shrimali & Patel, 22).

1992: In 1992, the design was updated by Haber and Stornetta
with the incorporation of Merkle Trees that provide data
structures for verifying individual records. This expanded the
capabilities of Blockchain technology by enabling the efficient
storage of multiple documents within a single block (“History
of Blockchain”, 23; Sheldon, 21). This development ushered in
an era of enhanced data organisation and integrity assurance.
However, this technology went relatively unused and the
patent expired in 2004 (“Blockchain Tutorial”, 21).

1997: This phase of digital development also saw the
emergence of Proof-of-Work (PoW) to verify computational
efforts and fortify cybersecurity measures. Adam Back
introduced hashcash in 1997, a PoW algorithm that provides
denial-of-service countermeasures to limit email spamming
(Sheldon, 21).

1998: The above concept was later used by Nick Szabo in 1998
to render the earliest version of a Decentralised currency, Bit
Gold. His aim was not only to mitigate spam in online forums
and emails but also to underpin the integrity of his nascent
digital currency concept However, the concept of Bit Gold
failed to materialise due to Szabo’s lack of confidence in its
implementation. (“The History of Blockchain”, 22).

1999: Amid these pioneering efforts, the technology landscape
was witnessing other transformative developments. The late
1990s saw the emergence of peer-to-peer (P2P) networks,
a concept that gained prominence through platforms like
Napster in 1999. While Napster utilised a centralised server, it
played a pivotal role in popularising the P2P network model.
This shift was crucial, as it set the stage for the distributed
system architecture that underpins Blockchain technology.
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The ability to harness the computational power and storage
capacity of numerous computers marked a significant step
towards realising the Decentralised vision of Blockchain
(Sheldon, 21).

2000: Encouraging practical advancements in the field, the
year 2000 witnessed the proposal of a Cryptographically
secured chain by Stefan Konst. He published a research paper,
“Secure Log Files Based on Cryptographically Concatenated
Entries” whose central theme of tracing back entries in the
chain to prove authenticity added a new layer of theoretical
understanding to Blockchain technology (“The History of
Blockchain”, 22).

2004: In 2004, Cryptographic activist Hal Finney introduced
the concept of “Reusable Proof of Work,” a novel system
designed for digital cash (“History of Blockchain”, 23). His
innovative idea introduced a mechanism whereby participants
could receive non-fungible hashcash tokens in exchange for
RSA-signed tokens (Sheldon, 21). This addressed a critical
challenge known as the “Double Spending Problem,” which
had been a significant hurdle in the world of digital transactions
(“History of Blockchain”, 23). This approach enhanced the
practicality and applicability of PoW, setting the stage for its
integration into Blockchain technology and, notably, Bitcoin
mining.

2008: Blockchain technology gained traction globally in
2008 amid the financial crisis when an individual or a group
of persons published a ground-breaking white paper titled
“Bitcoin: A Peer-to-Peer Electronic Cash System” under the
pseudonym of Satoshi Nakamoto (Xu et al, 19; Sheldon, 27;
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“History of Blockchain”, 23). Nakamoto’s innovative concept
of a “distributed chain of blocks” revolutionised the existing
Merkle Tree model, enhancing security and establishing an
immutable record of data exchanges. Operating on a peer-
to-peer network, Nakamoto’s ingenious design verified and
integrated time-stamped transactions into the chain, with
active participation from the network’s members (Nakamoto,
2008).

2009: The true potential of Nakamoto’s creation became
evident in 2009 with the official birth of Bitcoin, the first
Cryptocurrency, built upon Nakamoto’s pioneering Blockchain
technology (Shrimali & Patel, 22; Tanwar, 22). The first Bitcoin
was mined by Nakamoto on Jan 3, 2009 validating the
Blockchain concept (Sheldon, 21). Moreover, the security of the
Blockchain was exemplified in a remarkable real-life incident
in 2009 when James Howells, a UK-based IT professional,
had mined 7500 Bitcoins through Blockchain technology.
Unfortunately, he discarded the hard drive containing the
Bitcoins in 2013, only to later discover his unintentional digital
fortune worth over $280 million lost (Browne, 21). However, the
Decentralised, secure and tamper-proof nature of Blockchain
technology revolutionised data integrity, transparency, and
trust and highlights its resilience as an unassailable digital
framework.

The following years witnessed the gradual evolution of
Blockchain technology, expanding its influence across various
sectors. As Blockchain matured, it emerged as a crucial tool,
presenting innovative solutions to challenges across industries,
from finance and supply chain management to healthcare and
beyond.

Haber and Stornetta

laid the foundation for
contemporary Blockchain
architecture through their
groundbreaking work on
time-stamped documents to
ensure privacy and integrity
of digital documents.

Adam Back introduces
hashcash, bolstering
cybersecurity efforts

The birth of Bitcoin
showcases the potential of
Blockchain technology

P2P networks popularised
by Napster, contributing
to Blockchain’s
Decentralised vision.

Hal Finney’s “Reusable Proof
of Work” addresses the critical
“Double Spending Problem”

Nakamoto’s revolutionary
white paper unveils
“distributed chain

of blocks” concept
enhancing security and
establishing an immutable
record of data exchanges.

Stefan Konst’s “Secure
Log Files” research on
Cryptographic secure
chains deepens theoretical
understanding of
Blockchain technology

Nick Szabo’s Bit
Gold marks early
Decentralised
currency attempt.

The concept of Merkle Trees was
incorporated paving the way for
efficient data storage within blocks.
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FUNDAMENTALS OF DLT PROTOCOLS - FIVE
BLOCKCHAIN GENERATIONS

Blockchain technology significantly progressed
with theinception of Bitcoin. Initially, the volatility of
Bitcoin and its reserved global reception restricted
its development. However, the inherent attributes
of Blockchain, decentralisation, transparency, and
tamper-resistance, garnered escalating attention,
igniting a transformative journey (Xu, Chen & Kou,
2019).

The evolution of Blockchain
demarcated into distinct phases known as
Blockchain  generations. These generations
encapsulate both the advancement of the
distributed ledger technology and its expanding
utilisation across industries (Colomo-Palacios et al.,
2002; Sheldon, 21). Every subsequent generation
exhibits substantial enhancements in functionality,
systematically addressing the limitations of its
predecessor.

technology is

Blockchain Technology mirrors
spectrum of business

the growing
applications and the

subsequent surge in market acceptance. It has
evolved into a multifaceted solution for pivotal
domains such as finance, healthcare, and supply
chain management (Srivastava et al., 2018).

The evolutionary progression of Blockchain
technology unfolds through five distinct
generational phases. These encompass
Cryptocurrencies, inaugurating the era of
Decentralised digital currencies; smart contracts,
which ushered in automated, self-executing
agreements; Decentralised applications, elevating
autonomy, and resilience; industrial applications,
infusing traceability, and efficiency across sectors;
and finally, Web3 applications, marking a new era
of Decentralised internet (Mourtzis et al., 2023).

Each generation encompasses distinct features and
serves as a pivotal milestone in the technology’s
journey.
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1. First-Generation Blockchains: Bitcoin and Other Cryptocurrencies

(2008 - 2013)

The first generation of Blockchain refers to the original and foundational version of the technology from 2008

to 2013. It was fundamentally rooted in the principle of decentralisation ensuring security, verifiability, and

efficiency of digital transactions (Mourtzis et al., 2023). The groundwork was laid in 2008 by Satoshi Nakamoto

for a Decentralised and secure ledger system, ultimately giving rise to the renowned Bitcoin Cryptocurrency

(Colomo-Palacios et al.,, 2002).

1.1 Foundation Principles

Blockchain 1.0 is linked to Cryptocurrencies with
Bitcoin pioneering as the first digital currency that
aimed to provide a trustless, peer-to-peer electronic
cash system (Nakamoto, 2008). The core tenets
included:

1. Decentralisation and Peer-to-Peer Value
Transfer: Blockchain’s basis was its ability to
operate without a central authority. Using a 16-
bit architecture, this Blockchain allowed basic
programmability. Transactions were validated and
recorded by a network of nodes, eliminating the

need for intermediaries and centralised control.

2. Security and Verifiability: Security was upheld

Efficiency: The Blockchain’s architecture

facilitated efficient and rapid transaction
processing. lts consensus mechanisms, such as
Proof of Work (PoW), enabled secure validation
while maintaining efficiency (Mourtzis et al., 2023;

Srivastava et al., 2018).

1.2 Key features:

The first-generation Blockchain introduced several

key components:

Merkle Tree: The Merkle tree, a hierarchical data
structure of Cryptographic hashes, was employed
to efficiently verify and store transaction data
within blocks.

0000 00O0DOOCO through  Cryptographic hashing techniques, Distributed Ledger: A distributed network of
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Marketing Context: Emotion Al . L. ) .
0000 000O0OCOCO to confirm the authenticity of transactions transparency and resilience.
i 00000000O0CO0CGO0 Srivastava, 2018). )
] Generative Al for Marketing 0000000000 ( ) Proof of Work: The PoW consensus mechanism,
) ; : ; R ;
= Customer Data Ethics Consent and Preference 0000000000 3. The Internet of Money: Blockchain enabled the a computational puzzle-solving process, ensured
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1.3 Challenges and Considerations 1.5 Protocol Examples

2. Second-Generation Blockchains: Smart Contracts (2014- 2015)

Following the first obvious application of distributed ledger technologies, i.e. Cryptocurrencies, there
were significant improvements and additional functionalities added to Blockchain technology. In 2013,
Vitalik Buterin, a programmer and a co-founder of the Bitcoin Magazine started the development of a new

Bitcoin (BTC): Bitcoin was introduced in
2008 by Satoshi Nakamoto adhering to the

However, this first-generation Blockchain also
presented certain challenges and limitations:

1. High Transaction Fees: The system incurred
high transaction fees due to its design and
reliance on the Proof of Work mechanism
(Kolb et al. 2020).

2. Energy Consumption: The mining process,
while robust, could lead to potentially high
energy consumption, raising environmental
concerns (Kolb et al., 2020).

3. Low Efficiency (TPS): With a capacity
of 4-6 transactions per second (TPS),
the first generation Blockchain exhibited
lower efficiency compared to subsequent

generations (“The Four Generations of
Blockchain  explained”, 2022).
4. Hardware Requirements: Miners  with

substantial hardware rigs and computational
power were favoured, potentially limiting
participation (“The Four Generations of
Blockchain explained”, 2022).

1.4 Use Cases

The first application of the first generation of
Blockchain technology was seen in financial

transactions through Cryptocurrencies.
1. Fractional Payments: facilitating cost-
effective transfers of small amounts.

2. ForeignExchange Transactions:ensuringreal-
time tracking and reducing the complexities
often associated with cross-border payments.

3. Remittance Payments: offering an alternative
to traditional remittance channels by enabling
direct and cost-effective transfers, particularly
for underbanked populations.

4. Play-to-Earn Video Game Rewards:
gamers can receive rewards in the form of
Cryptocurrency tokens for their in-game
achievements, enhancing engagement and
incentivising gameplay.

These diverse applications highlight the
adaptability and potential of Blockchain in
transforming traditional financial and transactional
processes across various sectors.

principle of decentralisation and ensuring
security, verifiability, and efficiency in digital
transactions (Mourtzis et al., 2023)

e Litecoin (LTC): Bitcoin’s popularity spurred
scientific curiosity, giving rise to various
Cryptocurrencies like Litecoin in 2011, which
mirrors Bitcoin’s decentralisation but differs
in block generation time and maximum
coin supply. Litecoins are produced every
2.5 minutes, four times faster than Bitcoin,
facilitating more transactions. Its maximum
coin limit is 84 million, in contrast to Bitcoin’s
21 million (Loépez-Sorribes et al,, 2023).

¢ Namecoin (NMC): Namecoin was launched in
April 2011 as a fork of Bitcoin’s codebase. It
aims to provide a Decentralised domain name
system (DNS) and other internet infrastructure
functionalities by integrating Blockchain
technology (Gupta et al.,, 2022).

e Peercoin (PPC): Peercoin (PPC)is a pioneering
Proof-of-Stake (PoS) Cryptocurrency
launched in 2012, introducing energy-efficient
consensus while also supporting Proof-of-
Work security. It emphasises sustainability and
scalability in Blockchain technology (Zhao et
al., 202D.

¢ Dogecoin (DOGE): Dogecoin (DOGE) is a

light-hearted Cryptocurrency that started as
a meme in 2013, featuring the Shiba Inu dog.
It gained popularity for its community-driven
nature, fast transaction speeds, and low fees.
Despite its origins, it has become a widely used
digital currency for various online transactions
(Nani, 2022).

The above concepts collectively laid the foundation
for Blockchain technology and its various
applications beyond Cryptocurrency. The first-
generation Blockchain, as exemplified by Bitcoin,
paved the way for the development of subsequent
generations of Blockchain technology, each with
its own advancements and features.
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Blockchain-based distributed computing platform, Ethereum, that featured a scripting functionality, called
smart contracts. Bitcoin did not have a scripting language for building Decentralised applications. (“History

of Blockchain”, 23).

2.1 Foundation Principles

Ethereum is an open software platform that runs on
Blockchain technology. Ethereum paved the way for
Blockchain technology to be used for purposes other
than Cryptocurrency and its potential is beyond
financial exchange automation (Beniiche). Just
as Bitcoin was used to overcome malicious intent
that occurs in financial transactions, Decentralised
applications and smart contracts built on the
Ethereum Blockchain are very powerful and exciting
because they give you more freedom, control, and
creativity on the internet.

Ethereum also makes the internet more secure,
transparent, and fair for everyone as smart contracts
are impossible to hack or tamper with. Smart
Contracts reduce the cost of verification, execution,
arbitration, and fraud prevention and allow
transparent contract definition overcoming the
moral hazard problem (Unibright.lo, 2019). Smart
contracts are immutable and irreversible contracts
that are coded and stored on the Blockchain.

Ethereum has its own Cryptocurrency called
“Ether”. Ether is used to pay for the services and
transactions on the Ethereum network. It is also a
popular way of sending and receiving money online,
just like Bitcoin.

Ethereum has extended the technology from
trustless payments to trustless agreements and has
made a platform for developers to deliver a scalable
experience. Ethereum may be used to codify,
decentralise, secure, and trade just about anything
thanks to hardware integration, a few examples are
below (Beniiche):

¢ Voting without fraud or corruption.

¢« Register names or property without paying fees
or relying on third parties.

¢ Exchange money or assets without
intermediaries or delays.

¢ Crowdfund

« Company governance

* Protect ideas or creations without lawyers or
courts.

2.2 Key features

¢ Smart contract (automation) capabilities. When
conditions set by the contract developer are
met, the smart contract automates the execution
of an agreement without intermediaries, and all
parties confirm the conclusion immediately.

e Supporting virtual machines that manage the
smart contract functionality.

* Development of more sophisticated and
flexible Blockchain platforms.

e Enhanced and more scripting language,
allowing developers to build more sophisticated
applications on the Blockchain.

e Decentralised applications (dApps) creation
enablement. As “smart contracts with
interfaces” they open up new use cases beyond
simple transactions, such as trade between
different dApps. Examples are Decentralised
finance (DeFi), non-fungible tokens (NFTs)
and Decentralised autonomous organisations
(DAOs). Ethereum is the leading platform for
launching DAOs for charity, venture investments
and many more.

e There is increased flexibility for developers.
The process of creating applications is easier
and more efficient. Developers may create
dApps using the built-in language Solidty, which
is based on existing languages such as Python
and JavaScript (Beniiche, (n.d.).
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With dApps, Ethereum added a community and
developer contribution component thereby
creating a true ecosystem. This increased
accessibility and has allowed developers to
launch their own Cryptocurrency projects and

applications.

Smart contract interactions require more
gas and such a Blockchain works at Medium
efficiency with 7-14 transactions per second

(TPS) .
Use Cases

Passive income generation through staking
rewards

ETH (Ether) staking provides passive income
along with growth potential. Staking means
running a computer program to validate data
by pledging capital — ETH, and computing
resources. In return for this work, honest
stakers who validate data according to the
predefined rules earn rewards. Staking is data
validation, not investing or lending with a third
party. It is almost a brand-new asset class
and an intelligent addition to your investment
portfolio (Bahachuk, 2020).

Exchange and liquidity facilitation

Ethereum has better liquidity overall due to its
strong base of liquidity providers and because
gas fees are relatively less significant for larger
trades (Kelin, 2023).
payment option by thousands of merchants

ETH is accepted as a

worldwide. With dApps, Decentralised financial
exchanges are built on a Blockchain that allow
users to trade their assets in a Decentralised

manner.

dApps allowing users to record other assets
than just Cryptocurrency transactions, such
as trademarks and contracts

Users can use dApps to register and verify

trademarks, create and enforce contracts,

store and share documents, and more. Some
of the examples of dApps that use Ethereum
for these purposes are OpenSea, ENS, and
DocuSign. These dApps offer users more
transparency, efficiency, and trustlessness than

traditional systems.

4. On the basis of the Ethereum platform, many
ICOs (Initial Coin Offerings) are held.
This

technology witnessed a surge in Initial Coin

second generation of Blockchain
Offerings (ICOs) and the emergence of various
tokens for specific use cases. On the Ethereum
Blockchain, developers use a single standard
of issued tokens ERC-20. Ethereum is used to
tokenise real-world assets (pegged to precious
metals, fiat currencies, etc.). Thousands of
NFTs (non-fungible tokens) based on the ERC-

721 standard are also mined (Dragunov, 2022).

2.4 Protocol Examples

The second generation of Blockchain technology
was heralded by Ethereum and it remains the most

prominent player in the field of Smart Contracts.

There are other platforms that allow users to
create and execute smart contracts but since they
built and improved on Ethereum’s innovations,
they will be covered as part of the third generation

of Blockchain technology.
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3. Third-Generation Blockchains: Applications and Smart
Everything for a Digital Society (2016 - 2018)

Ethereum and Bitcoin opened the floodgates and the second generation showed the limitless possibilities of
Decentralised technology. Third-generation Blockchains focus on addressing scalability, security, efficiency, and
interoperability challenges faced by previous generations. The third generation fixed the teething problems
of the previous two. Despite the exceptional innovation by Ethereum and Bitcoin, if Blockchain was to come
to the masses there needed to be some major developments. These improvements were primarily enabled by
introducing new consensus mechanisms and protocols, such as state channels and sidechains.

3.1 Foundation Principles

Blockchain 3.0 builds upon both the previous
generations to create the most efficient Blockchain-
based solutions that do not just involve money,

currency, commerce, financial markets, or other
economic activity. Such applications include art,
health, science, identity, governance, education,

public goods, and various aspects of culture and
communication (Efanov, et al., 2018).

The third generation had the largest impact on the
world markets and economy, and third-generation
protocols improved on their predecessors by solving
the following problems that were the biggest obstacles
to adoption:

1. Bottlenecking and transaction processing times

increased. Networks become sluggish and

transaction fees also increased.

2. The inability to process cross-chain transactions
and interoperability is crucial for the sustainability
of the Blockchain ecosystem.

3. Need for high computational power and the

proportional environmental impact.

The Blockchain trilemma tells us it is difficult to solve
the Blockchain scalability issues without compromising
either the security, decentralisation, or trust of the
Blockchain (Sanka et al., 2021). The third generation of
Blockchain has found ways to scale without it affecting
decentralisation or security and they have blisteringly

fast speeds despite secure networks.

3.2 The Ethereum Merge

Before September 22 Ethereum was using the Proof-

of-Work (PoW) for the Decentralised network to come
to a consensus. Nakamato’s PoW consensus needs
incredibly high computational power to perform
On September 15th, 2022, Ethereum
had the Merge which was a technical upgrade that
shifted Ethereum’s existing consensus mechanism to
a Proof of Stake consensus mechanism that requires

validations.

significantly less energy and will also allow for future
scalability. This is Ethereum’s advent into the third-
generational Blockchain.

Post the Merge Ethereum should use considerably
less energy with the new consensus mechanism
where Crypto owners offer their Ether as collateral
for a chance to validate blocks. This will not be a
competition-based mechanism like PoW and coin
owners with staked coins will be randomly selected to
become validators.

3.3 Key Features

1. Scalability solutions with a focus on transaction

throughput and lower latency, by exploring
various scaling solutions, such as sharding, and
Layer-2 protocols.

Sharding splits the Blockchain network into
smaller units called shards, each with its own
transactions and validators. This allows for
parallel processing and higher throughput, as well

as reduced storage and bandwidth requirements.
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Layer-2
system, or technology built on top of the main

refers to any off-chain network,

Blockchain layer. It extends the capabilities
of the underlying network. This reduces
congestion and fees on the main chain while
preserving its security and decentralisation. It

also enhances transaction throughputs.

Sidechains were introduced in Layer-2 that
allow for transfer of assets and data between
different Blockchains. This
mechanisms that

is one of the
interoperability
The third-generation

increased
between Blockchains.
protocols facilitated
data exchange between different Blockchain
networks,

communication and

enabling seamless cross-chain

transactions and interactions.

Advanced consensus mechanisms: Beyond
PoW, third-gen Blockchains explore alternatives
like Proof of Stake (PoS), Delegated Proof of
Stake (DPoS), and Byzantine Fault Tolerance
(BFT) to achieve faster and more energy-
efficient consensus.

Among other major reasons for the Ethereum
Merge, one is that while Proof-of-Work favours
miners with extensive hardware capacity,
Proof-of-Stake favours miners with high

volumes of assets (token) that can be staked.

Privacy and security enhancements that
improve Cryptographic
techniques, and zero-knowledge proofs, are

privacy features,
employed to enhance transaction privacy and
network security.

Zero-knowledge proof is a Cryptographic
method that allows one party to prove to
another that a statement is true, without
revealing any information beyond the validity of
the statement. This enables privacy-preserving
transactions, as well as improved scalability
and network efficiency.

Improving governance mechanisms for

Decentralised governance allows stakeholders

to participate in decision-making processes.
Third-generation
expressive

Blockchain introduced

representation Decentralised
governancethatallowed stakeholderstovoteon
high-level decisions. They enable participants
to have a say in decision-making processes,
fostering community-driven decision-making

and transparency (Romdhane, 2023).

With the third generation, there was a focus on
good user interface and user experience and
suitability for widespread adoption and real-
world applications. Ul and UX design are crucial
aspects of any digital product. By focusing
on functionality, developers can create more
and user-driven

user-friendly, user-centric,

Blockchain applications

Third-generation Blockchains have high
efficiency up to 10k transactions per second
(TPS), while some like EOS bragging up to

100,000 transactions a second (Butler, 2021).

With the new
there is a drastic reduction in fees & energy
consumption, Ethereum’s forecast was that it
would be reduced by at least by ~99.95% (Carl
Beekhuizen, 2021) post the merge.

consensus mechanisms,

The Crypto Carbon Ratings Institute has
claimed that Ethereum now uses approximately
99.99% less energy than before the merge was
completed. It also suggests the Blockchain’s
carbon footprint has dropped by just over

99.99% as well (Hayward, 2022).

3.4 Use Cases

Automatised extensions of operating power
to prevent bottlenecking. Third-generation
Blockchains like Cardano and Polkadot have
addressedtheissueofbottleneckingthatoccurs
when there is high demand for transactions and
smart contracts, through sharding and Layer-2
mechanisms. This allows them to automatically
scale on demand and allow more industries
to participate in the Decentralised economy.
The automatised extensions of operating
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power prevent bottlenecking and lower energy
consumption.

Crypto tokens are secondary assets built on top
of existing Blockchain networks. They are digital
assets and are usually created and sold through
an initial coin offering (ICO) process. Crypto
tokens are a digital representation of an asset
and are often used to raise funds for projects.

loT networks have a massive security and privacy
problem that can be solved with Blockchain.
Blockchain technology eliminates the central
server concept of loT and allows the data to
flow through the distributed ledger for each
transaction with appropriate authentication.
Before the third generation had solved the
scalability issue, l1oT and Blockchain were difficult
to integrate but post the third generation
protocols, Blockchain aims to revolutionise the

next generation loT. (Tanwar et al., 2022)

The Artificial
combination has been progressing significantly

Intelligence and Blockchain

since 2018 and has gained traction in the third
generation. The concept of merging Blockchain
and Al
expanding over the last 6 years. Al, automation,

technology has been forming and

and Blockchains may provide value by decreasing
the need for human intervention. Al can read,
analyse, and correlate data with lightning speed
and depth, giving Blockchain-based business
networks a competitive edge and data security
may be improved when a Blockchain distributes
and stores Al models (Taherdoost, 2022).

3.5 Protocol example(s)

Cardano (ADA): A Blockchain platform that uses
a Proof-of-Stake (PoS) consensus mechanism
called Ouroboros. Cardano also supports smart
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applications, and
interoperability with other Blockchain protocols.

contracts, Decentralised

EOS: A high-performance Blockchain platform
that offers free transactions and Decentralised
applications using delegated Proof-of-Stake
consensus (DpoS). This consensus mechanism
lets users vote for delegates who are responsible
for validating transactions.

TRON: A Decentralised entertainment ecosystem
that enables content creation, distribution, and
monetisation using its native token TRX.

VeChain (VET): A supply chain management
and business process Blockchain platform that
uses loT technologies and a two-token system.

Hedera Hashgraph: A distributed ledger platform
that uses hashgraph consensus, which is faster
and more secure. It uses a BFT-based consensus
algorithm.

Polkadot: A multi-chain platform that connects
different Blockchains into a single network using
cross-chain communication.

Cosmos: An Internet of Blockchains that allows
developers to customise and connect their own
Blockchains.

NEO: The first
Blockchain platform in China that offers no

open-source, Decentralised
transaction fees and distinctive verification
procedures for smart contracts and digital assets.

IOTA: A Cryptocurrency platform created for
the Internet of Things environment that uses
the Tangle, a feeless and scalable consensus
algorithm based on a directed acyclic graph. This
consensus does not need validation by miners.

Monero, Zcash, and Dash were created as a way
to overcome some of the security and scalability

problems.
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4. Fourth-Generation Blockchains: Adoption (2019 - 2030e)

Ethereum and Bitcoin opened the floodgates and the second generation showed the limitless
possibilities of Decentralised technology. Third-generation Blockchains focus on addressing scalability,
security, efficiency, and interoperability challenges faced by previous generations. The third generation
fixed the teething problems of the previous two. Despite the exceptional innovation by Ethereum and
Bitcoin, if Blockchain was to come to the masses there needed to be some major developments. These
improvements were primarily enabled by introducing new consensus mechanisms and protocols, such as

state channels and sidechains.

4.1 Foundation Principles

e Usability & Integration: Building on the
foundations laid by the previous generations,
Blockchain 4.0 refines Blockchain technology
to make it usable in Industry 4.0 including
automation, enterprise resource planning,
and integration of different execution systems

(Unibright.lo, 2019).).

¢ Interoperability: Cross-System and Cross-

Blockchain business integration demand
increased trust and privacy protection which is
where Blockchain technology comes into play
when integrated with IT Systems (Unibright.lo,

2019).

e Business-Centric Solutions: This generation
focuses on Blockchain solutions tailored to
meet specific business needs by developing
smart factories, solutions and supply chain

systems in the context of Industry 4.0 in

academic, governmental, and commercial
domains (Takyar, 2022)

e Scalability and Performance: With data
integration cross-platforms security and
privacy are a major concern for smart
applications in the industries like farming,

healthcare, supply chain, energy management,
etc. Blockchain 4.0 addresses the scalability
challenges and provides optimised solutions

(Bodhke et al., 2020).

4.2 Key Features

¢ Industrial applications are enabled through

increased integration of Blockchain in
traditional industries, such as finance,
healthcare, logistics, data protection,

automotive, information and security, digital

purchasing, data storage, and real estate
(Javaid et al, 2021).
¢ Industry infrastructure-based Blockchain

ecosystems have reduced costs of transactions,

more transparency and efficient data sharing.

* loT applications can deploy Blockchain to
offset the high storage and operating costs
of integrated cloud providers. Implementing
a structured peer-to-peer connectivity model
would reduce the expense of planting and
retaining massive consolidated data centres.

(Javaid et al., 2021

e Collaboration between Blockchain projects

and established companies for joint
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development and implementation

Privacy and security solutions meet enterprise
requirements using Blockchain as it preserves
knowledge more securely using Cryptographic
approaches, rather than conventional methods

that can easily be hacked.

4.3 Use Cases

GLOBAL PROTOCOL REPORT 2024

A Blockchain-based trust mechanism for digital
twin-empowered [0T. The proposed Proof of
Authority (PoA) trust mechanism will enhance
data protection and system security. PoA-based
reduce energy

authority master nodes can

consumption as well (Sasikumar, 2023).

Energy-efficient and Blockchain-integrated

software-defined networks (SDN) to create
a secure system and to ensure safe network

connectivity.

Decentralised Finance (DeFi) Platforms: DeFi

applications provide financial services, such as
lending, borrowing, trading, and yield farming,
banks or

without the need for traditional

intermediaries.

Non-Fungible Token (NFT) Marketplaces: NFT

platforms allow users to create, buy, and sell

unique digital assets, such as digital art, virtual

real estate, and collectibles.
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Decentralised Social Networks: Blockchain-based
social platforms prioritise user privacy, content
ownership, and censorship resistance, allowing

users to control their data and interactions.

Decentralised Exchanges (DEXs): DEXs facilitate
the peer-to-peer trading of Cryptocurrencies,
allowing users to maintain control of their funds

and avoid centralised exchange risks.

Decentralised Identity Solutions: Blockchain-

based identity platforms offer self-sovereign
identity management, empowering users to

manage their digital identities independently.

Supply Chainand Product Traceability: Blockchain-
based applications utilised to track and verify
the origin and journey of products across supply
reducing

chains, enhancing transparency and

counterfeiting risks.

4.4 Protocol Examples

Top network

4th generation Public Blockchain platform with
dApps and Decentralised communication services.
Hydrus 7 by JD Coin

Blockchain with a multilayered hybrid consensus

algorithm that incorporates Al, machine learning,

sharding, and interoperability.
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5. Fifth Generation Blockchains: Web3 (Beyond 2030e)

Web3 applications based on distributed ledger technology, often referred to as “Web3 dApps” (Decentralised
applications), are a new generation of applications that leverage Blockchain technology to offer Decentralised and user-
centric experiences. Web3 applications aim to move away from traditional client-server models.

5.1 Foundation Principles

With the fifth generation of Blockchain, we will see

the technology connect with the third generation

of the

internet, i.e., Web3.0. Blockchain will

empower the Web3 landscape with its inherent

decentralisation, immutability, and transparency.

Future applications of the technology should

include fundamental tools

like internet search

engines and accessibility on multiple devices and

software. With decentralisation in Web3, we can

prevent the leakage of personal information, and

Web3 dApps can remove the authority of one

particular organisation exercising sole authority

over its users (Weston, 2022). The fifth-generation

Blockchain protocols have high performance,

usability, and scalability.

5.2 Key features

Metaverse enablement

Many metaverse brands use Blockchain dApps
to store the ownership and metadata of the
game assets and even spaces, which are also
NFTs.

Newest block architecture
Building on the fourth generation, the fifth has
the best block architecture to offer Web3.

Own communication technology
Fifth
applications

gen dApps include messaging

like Secretum, social media
applications and even browsers which means
that they have communication technology
that is on the Blockchain and provides all the

benefits of Blockchain technology.

Proof of Tsar (PoT)

An organisation mechanism for consensus that
regenerates and reconnects all nodes, it is led
by a single primary node, Tsar.

Own consensus mechanisms
Giving users more control over their digital

identities, assets, and personal information,
reducing the risk of data breaches and

unauthorised access.

Tokenisation
Enabling Web3 applications token to represent
digital assets

Open-source development practices,

Fostering transparency, collaboration, and

community  contributions.

5.3 Use Cases

Smart energy grids
These use loT and Blockchain technology to
exchange information and buy/sell energy
between energy providers and private citizens.
(Pieroni et al., 2018)

Personnel big data management systems and
cloud storage

A novel data storage model of on-chain and

out-of-chain that can effectively solve the
problem of data redundancy and insufficient
storage space. (Chen et al.,, 2019)

dApps that leverage a distributed file system
include Sia and Storj.

Social Media

To avoid giving traditional social media
platforms control over users at, Decentralised
social media networks have been created on

dApps like Steemit.

5.4 Protocol Examples

Everscale
PoS Blockchain that
scalability. It uses sharding for computation.

network prioritises

Relictum pro

A fifth Blockchain generation advanced
public and private Blockchain platform,
where every device is a node able to conduct
instant and cheap transactions.
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SELF-SOVEREIGN IDENTITY
TECHNICAL FOUNDATIONS AND APPLICATIONS

1. Introduction

According to World Bank estimates, nearly 850 million
people lack an official identity [JC23], and the proliferation of
digital devices has made it increasingly essential to possess
a verifiable digital identity. This has led to a rise in digital
transactions and the need for a secure and reliable identity
management system. SSI| is emerging as a Decentralised
alternative to traditional centralised identity management
systems, in which identities are Cryptographically verifiable.
It allows individuals to control their digital identities and
share them with trusted parties. Each entity in the SSI system
is identified by a unique DID (Dec